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Sub-contractor Addition and Substitution
Policy and Procedure

ose

The purpose of this Policy is to state the policies and practices which all City departments
must follow to obtain the previous written Board of Control consent required for a City
contractor to add a subcontractor, or to substitute one subcontractor for another
subcontractor, under a City contract.

Policy and Procedure

Each subcontractor proposed for a City contract, whether for a purchase, public
improvement, or professional services, must be approved by the Board of Control (the
“BOC”) prior to the commencement of work and or services performed by the
subcontractor. Subcontractor approval will be considered by the BOC upon
recommendation of the department Director. A subcontractor identified as a certified
Cleveland-Area Small Business (“CSB”), a Minority Business Enterprise (“MBE”), or a
Female Business Enterprise (“FBE”) (each generically also a “certified sub-contractor™)
proposed for a contract, whether as an additional or substitute subcontractor, must also be
verified as such by the Office of Equal Opportunity (“OEQO”).

Note: The City assumes no obligation to pay and will not pay, a contractor for any
work and or services performed by a sub-contractor on the contract prior to Board
of Control approval of that sub-contractor.

Except upon occurrence of an emergency requiring immediate use of a subcontractor to
prevent an interruption of public service or endangerment of public health, safety or
welfare as declared and determined solely by the Director, the prime contractor is
responsible for submitting all required supporting documentation to the contracting
department Director, through the designated Project Manager for the contract (the
“Project Manager™), if any, no less than three (3) weeks in advance of the date the
additional or substitute subcontractor is needed on the project, to allow time for internal
and BOC approvals without delay or interruption of the project.

Note: The Director will not grant any City contractor additional time to meet
project deadlines, and will not authorize or pay additional compensation or delay
damages of any kind arising from the contractor’s inability to add or substitute a
subcontractor because the contractor failed to submit the approval request and
supporting documentation at least 3 (three) weeks in advance of the date the
additional or substitute sub-contractor is needed.



The contracting department Project Manager, if any, for a particular contract will serve,
on behalf of the department Director, as the primary contact for the prime contractor. The
contracting department Director is responsible for assessing the completeness and
sufficiency of the supporting documentation received from the prime contractor and
subcontractor, for timely processing of the documentation through the appropriate
internal department review(s) and approval(s) and forwarding to the Mayor’s Office of
Equal Opportunity (“OEQ”), if required, for evaluation and approval prior to any
placement on the Board of Control agenda and for submitting the appropriate Board of
Control resolution for approval.

Substitution of Certified Subcontractors. A subcontractor identified as a certified
Cleveland-Area Small Business, Minority Business Enterprise, or Female Business
Enterprise (a “certified sub-contractor™) proposed for a contract must also be validated as
such by the Mayor’s Office of Equal Opportunity. Justification is required for substitution
for a certified sub-contractor.

In requesting a certified subcontractor substitution approval, a contractor shall make a
good-faith effort to fulfill its original certified subcontractor utilization percentage for the
contract (Section 187.13 C.0.) To document this good-faith effort, the contractor will
submit complete, revised OEO Schedules to the contracting department Director, through
the Project Manager, with its request for City approval.

Note : OEO shall evaluate each subcontractor addition and substitution for
increased CSB, MBE, or FBE participation even if the original contract had no
certified sub-contractor participation.

Federally Funded Projects. For projects funded directly or indirectly by the federal
government where the contracting department is responsible for monitoring
Disadvantaged Business Enterprise ("DBE") participation, the department’s monitoring
unit shall perform the role otherwise performed by OEO. The supporting documentation
for the evaluation and approval of an additional or substitute DBE subcontractor shall be
forwarded to OEO for information purposes. The department Director shall also submit
any necessary supporting documentation with its request for Board of Control approval.

Monitoring and Enforcement. The Project Manager shall, under the direction of the
department Director, verify compliance with approved subcontractor utilization
percentages by thoroughly reviewing the contractor’s documentation including, but not
limited to, monthly payment reports and by visiting the worksite with a frequency
consistent with guidelines established by OEO and/or the contract terms.

The Project Manager will coordinate all monitoring with the Office of Equal Opportunity,
and shall maintain copies of all necessary monitoring and verification records. These
records shall be available for periodic audit by the Office of Equal Opportunity.



Penalties for Non-Compliance. The Project Manager will document and report any
findings of non-compliance with this Policy by a contractor to the contracting department
Director. The department Director will then submit a copy of the findings, and a
recommendation for action, to the Director of Law. Should the findings of non-
compliance affect a Certified Subcontractor, the department Director will also submit a
copy of the findings to the Director of the Office of Equal Opportunity for determination
of penalties under C.O. Chapter 187 and/or under the contract terms.
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supplemented by ermding new Sections 1870.01 to 187A.06 and 187A.99, to read as
follows:



Ordinance No.1660-A-09

(As = substituts for Ord. No. 1660-09)

Mayor Jackson and
Council Mlember Gimperman

. (€)  The OEO Diredor shall malntaln complete and acturate records of the tse-
of Local Producer’s or Local-Food Purchaser’s or Local Sustalnable Businesses’ goads, .
materals, supplles, or services In performance of the Contracting Departmerit's
Contracts, Induding the doliar value of orders supplled by Local Producers or Local-Food
Puichasers or Local Sustalnable Businesses, the nature of the goods, materals, .
supplies, or services provided, and the name and address, and te qualifications of each
Local Producer or Local-Food Purchaser of Local Sustalnable Business as such,

under any Contract In queston, may recommend that tha Conbracting Department
Director cancel the contract and dedlare 2 forfeiture of any performanca bond, - .

The Commissfoner and each Contracting Department shall:

() Endeavor bo maximize the purchase of Local Producers, Local-Food
Purchasers, and Locat Sustelnable Businesses goods, materlals, supplies, or services In
Contracts of $10,000 or less; and

. - (B)  Develop lists of Local Producers, Local-Fead Purchasers, and Local
Sustalnable Businesses for whose goods, matedals, supplles, or services the City
typlally contracts.,

Contracts or other agreements between the Gty and other political subdivisions,
" govemmental, or quasl-govemnmental agendles, under which those entities recelve
‘money from or thraligh the City for the purpose of contracting with Business
terprises to perform prolects In the City, shall encourage Business
comply.with the provisions of this Chapter In awarding, adminlsteting, and
Implementing the contracts, .

Section 187499 Violations: Penatty
(8)  No Person shall wilifully falstfy, conceat or cover up by a trick, scheme, or

) devfoa_a matertal fact, or make any false, fictitious, or fraudulent statements or
represantations or inake use of any false writing or document: knowlng the same to

¢



Ordinance No.1660-A~09

(As a substituta for Ord. No. 1660-09)

Mayor Jackson and -
Council Member Cimperman

Section 187A.01  Deflnitions of Terms
As used In this Chapter, the followlng words; phrases, and terms shall be defined
as set forth below:

(a) “Bidder" means a Parson offering or proposing-to contract with fhe Clty
respectively In response to an Invitation to bid o tp @ request for proposals. * -

(b) Rl DimpupG s e SRR B Plroentage discousit to the total
amountgip %}%a Ieller for 2 Contrapt.salaly.for tha purpese of bid. -
m:gpausq@%%ﬂ o S O L e o BRSSO U
use et a Bl Blseount for Bld Comparisof does not pifer the total amount of the.id.
SeHREEY by s Bk dritfe Cotract EREMRY TR 2 R o Y

. (©  "Business Enterprise” means a finm, sole proprietorship, parinership,
- @ssoclation, corporétion, company; or other business entity of any kind Including, but
not fimited to, a limlted llabllity corporation, Incorparated professlonal assodiation, folnt
venture, gstate, or trust. . )

(4) . "Clty” mieans the Gty of Cleveland, Oho.

() “Commerdally Useful Function” means when a Local Producer or Local-
_Food Purchaser:

(1)  Assumes theactual and contractual responsibllity for fumiishing the
supplies or matedals; ) 3

@ Is mmgnlied as a provider of the contracted supplles and materials
by the industry Involvad; '

3) Ownsor ieases 3 warehouse, yard, buliding or other fadiliies for
stocking Inveritory ot ctherwise condudts business In a manner which s usual
and customary In the Industry and market for the supplies or materals; and

(4)  Distributes, delivers, and services products primarily with Its own
staff andfor equipment. :

{f)  "Commissloner” means the Commissloner of Purchases and Supplies or
the Commissioner’s designee.

()  “Contract” means a binding agreement executed on or after the effective
date of this Lacal Producer, Local-Food Purchaser, and Sustalnable Business Preference
Code by wiich the Gty efther grants a privilege or Is commltted to expend or does '
expand lts funds or other resources, orcanfers a beneflt having monetary value
Including, but not. limited to, a grant, loan, Interest In real or personal property, or tax

2
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Ordinance No.'I"GBO—A-OQ

{As a substitute fof Ord, No. 1660-09)

Mayor Jackson and
Councll Member Cimperman

Incantive In any form for or In,connection with-any work, project, or public purpose
induding, but not: limited to, a conbract for the: : .

(1)  Construction of any public Improvement, including change orders or
subsidlary agreements approved by the Gty during the performance of such
Construction; ;

(2)  Purchase of personal proparty;
(3)  Purchase of any supplies, equli)ment or servides; or
(4)  Lease of any personal property.

“Contract” shall indude a binding agreement, funded ot benafited by the City,
between a party to a Contractand a third party, but shall exclude contrads with other
public entities, except as provided In Section 187.09.

(h)  “Contracting Department” includes any administrative department under
charge of the Mayor or any office, board, or commission treated or construed as a :
department of City government for any purpose under the Charber or ordinances-of the

* City for the benefit or program of which the 'City enters-into a particular Contract,

. ()  “Contractor” means a separate or distinguishable Business Enterprisa
employing one or more persans and participating In the performance of a Contract and
shalt Include a Person In privity of contract with a Contrachor for implementation of a
Contract., ' .

*Dlrector” means the offidal authortzed to enter into a Contract on behalf -
of a particufar Contracting Department. ’ .

(&) . "Evaluation; GAnBa
AL ; HBR . SUER
SRSt L
Evaluatin eréiits dogs righ it e Sifilir Grifie s
the ContPiitiékecutedBagiy on the propasel.

() “Local Contracting Markel™or *Conbracting Market* means the geographlc
market area cdnislsting of Cuyahoga County, Geauga County, Lake County; Loraln .~
County, and Medina County, Ohlo; provided, however, that with respect to growers or
Pproducers of food only, the geographlc market area shall Indlude: Eile County, Huron

_ County, Richland County, Ashland Cotmty, Wayne County, Holmes County, Stark
County, Summlt County, Portage County, and Tuscarawas County.

oy

(m) "Local Food™ means and Indludes food that Is grown, extracted, produced,
recyded or manufactured within the Local Contracting Market.

(")  “Local Producer, Local+Food Purchaser, and Sustalnable Buslness
Preference Code”, “Preference Cade®, “Code” or *Chapter” means all of the-provisions
of this Chapter 187A of the Codified Ordinances of Cleveland, Ohlo, 1_976.



Ordinance No.1660-A-09

{As a substltute for Ord. No. 1 660-09)

Mayor Jackson and
Council Member Clmperman

.

{0) “Local Producer” meansa Pemn thats

(1)  haslts princlpal office (headquarters) located physically In the Local
Contracting Matket and whase highest exacitive officers and hlghest level
managers malntaln thelr offices and perform thelr respective exectitive and
managerial functons and dutfes In the Local Contracting Market; and

(2} A growsfood or fabicates goods, whether or not fintshed,
from organic or rew materials; . -

B.  processes goods, materfals, food or other products so asto
Increase thelr commerdal value by not less than 50%;

C. supplles goods by parforming a Commerdially Usaful
Functon; or G

D. - provides, by its qualifed full-Hma einployees, ma!ntenan&e,
repalr, personal, ot professianal services,

() “Local-Food Purchaser” means a Business Enterprise that, In
Impleimentation of its City contract, purchases Local Food In an amouht comprising not.
less than twenty percent (20%) of the Business Enterprise’s City Contract amount,

(@) Local Sustalnable Business” means a Business Enterprise thats

(1) has ks principal office (headquarters) located physically In the Local
Contracting Markst and whose highest exeaitive officers and highest level
managers. malntaln thelr offlces and perform thelr respective-executive and
managexfal funclions and ditfes In the Local Contyacting Maiket and

(2) has established sustainabllity goals for Itself and Is 2 member of or
slgnatory to a nationally-recognlzed sustalnabliity program, which goals and
program have been determined acceptable by the City Chief of Sustalnability or
other officer designated by the Mayor. ; %

@ (r}  “OEO Director” means the Dlréctor of the Office of Bqual Opportunity of
e City. . ‘

(s)  “Person” mesns and Includes a natural person, a Business Enterprise or
other enfity, unless the conkext or usage requires otherwlse,

() Application of BId Discount.~ A Cohtracting Department shall apply a Bid
Discount of twg perent-(2%) to a bid recelved from a Local Producer; twg percent
(2% to a bid ecklvad from 5Loc Sustnile Bafiness; an Wo-peraant (29) to a
bld recalvad from a Local-Food Purchasafs POVt the inasdmuitat Bid
Distolint applied undar this divislon (2) shall not excéed four parcent (4%). “Bld

4



Ordiﬁan'c‘e No.1660-A-~09

{As a substitute for Ord. No. 1660-09)

Mayor J_elckson and
Couriclt Member Climperman

B 3’

Discounts-applied under this divislon () shall be In addition to any Bid Discount applied
under Sections 167.03 and 187.05. The maxdmum amount of any Bid Discounts applied
to-a Hd under this division (a) shall not excesd $50,000.00, provided, however, that the
-meximum cumulative amount of 2lt Bld Discaunts applied to the bid under this divislon
(8) and uhder Sections 187.03 and 187.05 shall not excead §75,000,00.

(b) IGation.of Evaluation Credik- A Captrading. pretment shal] apply.an
Evglugtion Ceg f‘lb?b”b percent (2%) of the tatal palrits BWé?‘%d fora p@u@ Ii( .

& ¢
racalied frain a LovaliRredueay; two peitent (%) of the to 1 awaslel gt
propofiel siteved ﬁ@iﬁamtfﬁﬁ.@iﬁm‘ﬂﬁﬁﬂ% NG .{%'(2%) fo%ﬁ e
Polnts svarded for 2 groposal recatved from ailakel-Fogd Rerekaver; provided ionie
maximurn total Evaluation Credit applled under this diviston (b} shill Wiist exceed four
pertent (4%).

Monltoring

(8) Inaddition to those dutles specified In Séction 123.08 and Section 187.02,
the OEO Director, through the Office of Equal Opportunity employess as necessary,
shall Implement and enforce the provisions of this Code. The OEO Directors dutles
-shall Indude, but: not: be limited to:

; (1) "Reviewing afl submittals and other Information required or -
necessary under this Code to determine whether a particular Person qualifies for
certification or approval as a Lecal Producer or a LocalFood Purchaser ora Local

- Sustalnable Business and Is In compliance with this Code; . '

(2 Notifying an affected Contracting Department: that the ceitificate or

approval pertalning to a particular person Is or Is not afrently effective with
respect to the matters for which the same were Issued; .

(3)  Inltiating and recelving cniup_lalnts of non-compllance with this.
Code; and '

. (4)  Investigating eomplaints pertaining to non-compllance with thIs-
Code and recommending appropriate sancioris,

(b)  The OEO Director shall monitor a Contractor’s compliance with Its bid

' representations of its quallfication(s) as a Local Producer or Loczl-Food Purchaser.or
Local Sustalnable Business during the performance of a Contract it was awarded
berause of applyling a Bld Discount or Evaluation Credit under Section 187A.02, the

- OEO Director determines that there Is catise 4o belleve that a Contractor falled to
qualify as a Lacal Producer or Local-Food Purchaser or Local Sustainable Business as
representad In Its bid or proposal, the OED Director shall notify the Contractor of the
apparent breach of or default under the contract. The OEO Director may require a
Contractor or Bidder to submft such reports, Information and documentation as
reasonably necessaty to determing ifs status as a Local Producer or Local-Food
Purchaser or Local Sustainable Business In the performance of its Contrack.



Ordinance No.1660-A-09

(A= & substitute for Ord, Ne."1660-09)

Mayor Jackson and
Councit Member Cimperman

contaln any faise, fictitious, or fraudulent stabement or entry In any matter administered
_ under this Chapter.

(b) No Person shall fraudulently obtaln, attempt to cbln, or ald another
Person fraudulently obtalning or attempting to cbtaln a Loeal Producer's o Local-Food
Purchaser’s or Local Sustalnable Business’ Bld Discount or Evaluation Credit

()  Any Person who violates the provisions of this section Is guilty of a
misdemeanor of the first degree.

" (d)  Inaddition to othef remedles avallahle with respect to viclations of
divisions (a) and (H) of this section, the OEO Director may recomrnend to a Contracting
Department Director, and 2 Contracting Department Director may:

(1)  Recommend to the Director of Law that the City take such legal
. action, whether civil or crimihal, as the Director of Law deems appropriate;

- - {2) - Disquallfy-a Bldder, Contractor, or other Businass Enterptise from
eliglbility as Contractor, subcontractor, or Local Producer or Loca-Food Purchaser
or Local Sustalnable Business for providing gods, materials, supplles, or services
to the City Tor a perfod tiot to éxdeed two {2} yedrs;or -

(3) Makea dalm for payment of damages, including but ot lited o
any liquidated damages specified In the Contract, -

Section 2, That Sections 187A.01 to 187A.06 and 187A.99 6f the Codified
Ordirfarices of Cleveland, Ohld, 1676, shall take effect and be In foree sixty (60) days
after passage of this ordinance. ' ' .

Section3, Thit this ordinance shal take effect and be In force from and afisr
the earfiest period-allowed by law. !

JBM:RFH:n! o
01-25-10 :

FORs Mayorzacicson
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Contract Provision Guidelines for Obligated Sponsors and
Airport Improvement Program Projects

BREACH OF CONTRACT TERMS

This provision is required for all contracts that exceed the simplified acquisition threshold as stated in 2 CFR
Part 200, Appendix II (4). This threshold is occasionally adjusted for inflation and is now equal to §150,000.

Any violation or breach of terms of this contract on the part of the Contractor or its subcontractors may
result in the suspension or termination of this contract or such other action that may be necessary to
enforce the rights of the parties of this agresment.

Owner will provide Contractor written notice that describes the nature of the breach and corrective
actions the Contractor must undertake in order to avoid termination of the contract. Owner reserves the
right to withhold payments to Contractor until such time the Contractor corrects the breach or the Owner
elects to terminate the contract. The Owner’s notice will identify a specific date by which the Contractor

must correct the breach. Owner may proceed with termination of the contract if the Contractor fails to
correct the breach by the deadline indicated in the Owner’s notice.

The duties and obligations imposed by the Contract Documents and the rights and remedies available
thereunder are in addition to, and not a limitation of, any duties, obligations, rights and remedjes -
otherwise imposed or available by law.



GENERAL CIVIL RIGHTS PROVISIONS

The Contractor agrees to comply with pertinent statutes, Executive Orders and such rules as are
promulgated to ensure that no person shall, on the grounds of race, creed, color, national origin, sex,

age, or disability be excluded from participating in any activity conducted with or benefiting from
Federal assistance.

This provision binds the Contractor and subcontractors from the bid solicitation period through the

completion of the contract. This provision is in addition to that required by Title VI of the Civil Rights
Act of 1964, '

TITLE VI SOLICITATION NOTICE:

The City of Cleveland, in accordance with the provisions of Title VI of the Civil Rights Act of 1964 (78
Stat. 252, 42 USC §§ 2000d to 2000d-4) and the Regulations, iereby notifies all bidders or offerors that it
will affirmatively ensure that any contract entered into pursuant to this advertisement, disadvantaged
business enterprises (or airport concession disadvantaged business enterprises if this Agreement is a
Concessions Agreement) will be afforded full and fair opportunity to submit bids in response to this

invitation and will not be discriminated against on the grounds of race, color, or national origin in
consideration for an award, '

COMPLIANCE WITH NONDISCRIMINATION REQUIREMENTS:

During the performance of this contract, the Contractor, for itself, its assignees, and successors in
interest (hereinafter referred to as the “Contractor™), agrees as follows:

1. Compliance with Regulations: The Contractor (hereinafter includes consultants) will
comply with the Title VI List of Pertinent Nondiscrimination Acts and Authorities, as they
may be armended from time to time, which are herein incorporated by reference and made a
part of this contract,

2. Nondiscrimination: The Contractor, with regard to the work performed by it during the
contract, will not discriminate on the grounds of race, color, or national origin in the selection
and retention of subcontractors, including procurements of materials and leases of equipment.
The Contractor will not participate directly or indirectly in the discrimination prohibited by
the Nondiscrimination Acts and Authorities, including employment practices when the
contract covers any activity, project, or program set forth in Appendix B of 49 CFR part21.

3. Solicitations for Subcontracts, including Procurements of Materials and Equipment: In
all solicitations, either by competitive bidding or negotiation made by the Contractor for work
to be performed under a subcontract, including procurements of materials, or leases of
equipment, each potential subcontractor or supplier will be notified by the Contractor of the
contractor’s obligations under this contract and the Nondiscrimination Acts and Authorities
on the grounds of race, color, or national origin,

4. Information and Reports: The Contractor will provide all information and reports required
by the Acts, the Regulations, and directives issued pursuant thereto and will permit access to
its books, records, accounts, other sources of information, and its facilities as may be
determined by the sponsor or the Federal Aviation Administration to be pertinent to ascertain
compliance with such Nondiscrimination Acts and Authorities and instructions. Where any
information required of a contractor is in the exclusive possession of another who fails or
refuses to furnish the information, the Contractor will so certify to the sponsor o the Federal



Aviation Administration, as appropriate, and will set forth what efforts it has made to obtain
the information.

5. Sanctions for Noncompliance: In the event of a Contractor’s noncompliance with the non-
discrimination provisions of this contract, the sponsor will impose such contract sanctions as

it or the Federal Aviation Administration may determine to be appropriate, including, but not
limited to:

a. Withholding payments to the Contractor under the contract until the Contractor
complies; and/or

b. Cancelling, terminating, or suspending a contract, in whole or in part,

6. Incorporation of Provisions: The Contractor will include the provisions of paragraphs one
through six in every subcontract, including procurements of materials and leases of
equipment, uriless exempt by the Acts, the Regulations, and directives issued pursuant
thereto. The Contractor will take action with respect to any subcontract or procurement as
the sponsor or the Federal Aviation Administration may direct as a means of enforcing such
provisions including sanctions for noncompliance. Provided, that if the Contractor becomes
involved in, or is threatened with litigation by a subcontractor, or supplier because of such
direction, the Contractor may request the sponsor to etiter into any litigation to protect the
interests of the sponsor. In addition, the Contractor may request the United States to enter
into the litigation to protect the interests of the United States.

TITLE VI LIST OF PERTINENT NONDISCRIMINATION ACTS AND
AUTHORITIES

During the performance of this contract, the Contractor, for itself, its-assignees, and successors in
interest (hereinafter referred to as the “Contractor”) agrees to comply with the following non-
discrimination statutes and authorities; including but not limited to:

» Title VI of the Civil Rights Act of 1964 (42 USC § 2000d et seq., 78 stat. 252) (prohibits
discrimination on the basis of race, color, national origin);

¢ 49 CFR part 21 (Non-discrimination in Federally-assisted programis of the Departrent of
Transportation—Effectuation of Title VI of the Civil Rights Act of 1964);
¢ The Uniform Relocation Assistance and Real Property Acquisition Policies Act of 1970, (42 USC

§ 4601) (prohibits unfair treatment of persons displaced or whose property has been acquired
because of Federal or Federal-aid programs and projects);

¢ Section 504 of the Rehabilitation Act of 1973 (29 USC § 794 et seq.), as amended (prohibits
discrimination on the basis of disability); and 49 CFR part 27;

* The Age Discrimination Act of 1975, as amended (42 USC § 6101 et seq.) (prohibits
discrimination on the basis of age);

¢ Airport and Airway Improvement Act of 1982 (49 USC § 471, Section 47123), as amended
(prohibits discrimination based on race, creed, color, national origin, or sex);

* The Civil Rights Restoration Act of 1987 (PL 100-209) (broadened the scope, coverage and
applicability of Title VI of the Civil Rights Act of 1964, the Age Discrimination Act of 1975 and
Section 504 of the Rehabilitation Act of 1973, by expanding the definition of the terms “programs
or activities” to include all of the programs or activities of the Federal-aid recipients, sub-
recipients and contractors, whether such programs or activities are Federally funded or not);

e Titles Il and III of the Americans with Disabilities Act of 1990, which prohibit discimination on
the basis of disability in the operation of public entities, public and private transportation systems,



places of public accommodation, and certain testing entities (42 USC §§ 12131 - 12189) as
implemented by U.S. Department of Transportation regulations at 49 CFR parts 37 and 38;

s The Federal Aviation Administration’s Nondiscrimination statute (49 USC § 47123) (prohibits
discrimination on the basis of race, color, national origin, and sex);

» Executive Order 12898, Federal Actions to Address Environmental Justice in Minority
Populations and Low-Income Populations, which ensures nondiscrimination against minority
populations by discouraging progtams, policies, and dctivities with dispropottionately high and
adverse human health or environmental effects on minority and low-income populations;

¢ Executive Order 13166, Improving Access to Services for Persons with Limited English
Proficiency, and resulting agency guidance, national origin discrimination includes discrimination
because of limited English proficiency (LEP). To ensure compliance with Title VI, you must
take reasonable steps to ensure that LEP persons have meaningful access to your programs (70
Fed. Reg. at 74087 to 74100);

+ Title IX of the Education Amendments of 1972, as amended, which prohibits you from
discriminating because of sex in education programs or activities (20 USC 1681 et seq).

CLEAN AIR AND WATER POLLUTION CONTROL

This provision is required if the Agreement and lower tier contracts exceed §150,000.

Contractor agrees to comply with all applicable standards, orders, and regulations issued pursuant to the
Clean Air Act (42 USC § 740-7671q) and the Federal Water Pollution Control Act as amended (33 USC
§ 1251-1387). The Contractor agrees to report any violation to the Owner immediately upon discovery.

The Owner assumes responsibility for notifying the Environmental Protection Agency (EPA) and the
Federal Aviation Administration.

Contractor must include this requirement in all subcontracts that exceeds $150,000.

CONTRACT WORKHOURS AND SAFETY STANDARDS ACT
REQUIREMENTS

This provision applies if the Agreement exceeds $100,000 and employs laborers, mechanics, watchmen,
and guards. This includes members of survey crews and exploratory drilling aperations.

1. Overtime Requirements.

No contractor or subcontractor contracting for any part of the contract work which may require or
involve the employment of laborers or mechanics shall require or permit any such laborer or mechanic,
including watchmen and guards, in any workweek in which he or she is employed on such work to work
in excess of forty hours in such workweek unless such laborer or mechanic receives compensation at a
rate not less than one and one-half times the basic rate of pay for all hours worked in excess of forty
hours in such workweek.

2. Violation; Liability for Unpaid Wages; Liquidated Damages.

In the event of any violation of the clause set forth in paragraph (1) of this clause, the Contractor and
any subcontractor respensible therefor shall be liable for the unpaid wages. In addition, such contractor
and subcontractor shall be liable to the United States (in the case of work done under contract for the
District of Columbsia or a territory, to such District or to such territory), for liquidated damages. Such
liquidated damages shall be computed with respect to each individual laborer or mechanic, including
watchmen and guards, employed in violation of the clause set forth in paragraph (1) of this clause, in the



sum of $10 for each calendar day on which such individual was required or permitted to work in excess
of the standard workweek of forty hours without payment of the overtime wages required by the clause
set forth in paragraph (1) of this ¢lause.

3. Withholding for Unpaid Wages and Liquidated Damages.

The Federal Aviation Administration (FAA) or the Ownert shall upon its own action or upon written
request of an authorized representative of the Department of Labor withhold or cause to be withheld,
from any moneys payable on account of work performed by the contractor or subcontractor under any
such contract or any other Federal contract with the same prime contractor, or any other federally
assisted contract subject to the Contract Work Hours and Safety Standards Act, which is held by the
same prime contractor, such sums as may be determined to be necessary to satisfy any liabilities of such
contractor or subcontractor for unpaid wages and liquidated damages as provided in the clause set forth
in paragraph (2).of this clause.

4, Subcontractors.

The Contractor or subcontractor shall insert in any subcontracts the clauses set forth in paragraphs (1)
through (4) and also a clanse requiring the subcontractor to include these clauses in any lower tier
subcontracts. The prime contractor shall be responsible for compliance by any subcontractor or lower
tier subcontractor with the clauses set forth in paragraphs (1) through (4) of this clause.

DISADVANTAGED BUSINESS ENTERPRISE

Information Submitted as a matter of bidder responsiveness:
The Owner’s award of this conteact is conditioned upon Bidder or Offeror satisfying the good faith
effort requirements of 49 CFR §26.53.

As a condition of bid responsiveness, the Bidder or Offeror must submit the following information with
its proposal on the forms provided herein:

1) The names and addresses of Disadvantaged Business Enterprise (DBE) firms that will participate
in the contract;

2) A description of the work that each DBE firm will perform;

3) The dollar amount of the participation of each DBE firm listed under (1)

4) Written statement from Bidder or Offeror that attests their commitment to use the DBE firm(s)
listed under (1) to meet the Owner’s project goal; and '

5) IfBidder or Offeror cannot meet the advertised project DBE goal, evidence of good faith efforts
undertaken by the Bidder or Offeror as described in appendix A to 49 CFR part 26.

Information submitted as a matter of bidder responsibility:

The Owner’s award of this contract is conditioned upon Bidder or Offeror satisfying the good faith
effort requirements of 49 CFR §26.53.

The successful Bidder or Offeror must provide written confirmation of participation from each of the
DBE firms the Bidder or Offeror lists in its commitment within five days after bid opening.

1) The names and addresses of Disadvantaged Business Enterprise (DBE) firms that will participate
in the contract; -

2) A description of the work that each DBE firm will perform;



3) The dollar amount of the participation of each DBE firm listed under (1)

4) Written statement from Bidder or Offeror that attests their commitment to use the DBE firm(s)
listed under (1) to meet the Owner’s project goal; and

5) If Bidder or Offeror cannot meet the advertised project DBE goal, evidence of good fa:th efforts
undertaken by the Bidder or Offeror as described in appendix A to 49 CFR part 26.

SOLICITATION LANGUAGE (RACE/GENDER NEUTRAL MEANS)

The requirements of 49 CFR part 26 apply to this contract. It is the policy of the Department of Port
Control to practice nondiscrimination based on race, color, sex, or national origin in the award or
performance of this contract. The Owner encourages participation by all firms qualifying under this
solicitation regardless of business size or ownership.

DISADVANTAGED BUSINESS ENTERPRISES
Contract Assurance (§ 26.13) —

The Contractor or subcontractor shall not discriminate on the basis of race, color, national origin, or sex
in the performance of this contract. The Contractor shall carry out applicable requirements of 49 CFR
part 26 in the award and administration of Department of Transportation-assisted contracts, Failure by
the Contractor to carry out these requirements is a material breach of this contract, which may result in
the termination of this contract or such other remedy as the Owner deems appropriate, which may
include, but is not limited to:

1) Withholding monthly progress payments,

2) Assessing sanctions;

3) Liquidated damages; and/or

4) Disqualifying the Contractor from future bidding as non-responsible.

Prompt Payment (§26.29) — The prime contractor agrees to pay each subcontractor under this prime
contract for satisfactory performance of its contract no later than 10 days from the receipt of each

~ payment the prime contractor receives from the Department of Port Control. The prime contractor
agrees further to return retainage payments to each subcontractor within 10 days after the
subcontractor’s work is satisfactorily completed. Any delay or postponement of payment from the above
referenced time frame may occur only for good cause following written approval of the Department of
Port Control. This clause applies to both DBE and non-DBE subcontractors. Failure to comply with
these prompt payment requirements is a breach of the Contract, which may lead to any remedies
permitted under law, including, but riot limited to Contractor debarment.

EQUAL OPPORTUNITY CLAUSE

This section applies if the dollar anount of the Agreement exceeds $10,000.
During the performance of this contract, the Contractor agrees as follows:

(1) The Contractor will not discriminate against any employee or applicant for employment because of
race, color, religion, sex, or national origin. The Contractor will take affirmative action to ensure that
applicants are employed, and that employees are treated during employment, without regard to their -
race, color, religion, sex, sexual orientation, gender identify, or national origin. Such action shall



include, but not be limited to, the following: employment, upgrading, demotion, or transfer; recruitment
or recruitment advertising; layoff, or termination; rates of pay or other forms of compensation; and
selection for training, including apprenticeship. The Contractor agrees to post in conspicuous places,
available to employees and applicants for employment, notices to be provided setting forth the
provisions of this nondiscrimination clause.

" (2) The Contractor will, in all solicitations or advertisements for employees placed by or on behalf of
the Contractor, state that all qualified applicants will receive considerations for employment without
regard to race, color, religion, sex, or national origin.

(3) The Contractor will send to each labor union or representative. of workers with which it has a
collective bargaining agreement or other contract or understanding, a notice to be provided advising the
said labor union or workers” representatives of the Contractor’s commitments under this section and

shall post copies of the notice in conspicuous places available to employees and applicants for
employment.

(4) The Contractor will comply with all provisions of Executive Order 11246 of September 24, 1965,
and of the rules, regulations, and relevant orders of the Secretary of Labor.

(5) The Contractor will furnish all information and reports required by Executive Order 11246 of
September 24, 1965, and by rules, regulations, and orders of the Secretary of Labor, or pursuant thereto,
and will permit access to his books, records, and accounts by the administering agency and the Secretary
of Labor for purposes of investigation to ascertain compliance with such rules, regulations, and orders.

(6) In the event of the Contractor’s noncompliance with the nondiscrimination clauses of this contract or
with any of the said rules, regulations, or orders, this contract may be canceled, terminated, or
suspended in whole or in part and the Contractor may be declared ineligible for further Government
contracts or federally assisted construction contracts in accordance with procedures authorized in
Executive Order 11246 of September 24, 1965, and such other sanctions may be imposed and remedies
invoked as provided in Executive Order 11246 of September 24, 1965, or by rule, regulation, or order of
the Secretary of Labor, or as otherwise provided by faw.

(7) The Contractor will include the portion of the sentence immediately preceding paragraph (1) and the
provisions of paragraphs (1) through (7) in every subcontract or purchase order unless exempted by
rules, regulations, or orders of the Secretary of Labor issued pursuant to section 204 of Executive Order
11246 of September 24, 1965, so that such provisions will be binding upon each subcontractor or
vendor. The Contractor will take such action with respect to any subcontract or purchase order as the
administering agency may direct as a means of enforcing such provisions, including sanctions for
noncompliance: Provided, however, that in the event a contractor becomes involved in, or is threatened
with, litigation with a subcontractor or vendor as a result of such direction by the administering agency

the Contractor may request the United States to enter into such litigation to protect the interests of the
United States,

FEDERAL FAIR LABOR STANDARDS ACT (FEDERAL MINIMUM WAGE)
SOLICITATION CLAUSE

All contracts and subcontracts that result from this solicitation incorporate by reference the provisions of
29 CFR part 201, the Federal Fair Labor Standards Act (FLSA), with the same force and effect as if



given in full text. The FLSA sets minimum wage, overtime pay, recordkeeping, and child labor
standards for full and part-time workers.

The Contractor has full responsibility to monitor compliance to the referenced statute or regulation. The
Contractor must address any claims or disputes that avise from this requirement directly with the U.S.
Department of Labor — Wage and Hour Division. ‘

CERTIFICATION REGARDING LOBBYING

This section applies if the dollar amount of the Agreement exceeds $100,000.

The Bidder or Offeror certifies by signing and submitting this bid or proposal, to the best of his or her
knowledge and belief, that:

(1) No Federal appropriated funds have been paid or will be paid, by or on behalf of the Bidder or
Offeror, to any person for influencing or attempting to influence an officer or employee of an
agency, a Member of Congress, an officer or employee of Congress, or an employee of a
Member of Congress in connection with the awarding of any Federal contract, the making of
any Federal grant, the making of any Federal [oan, the entering into of any cooperative
agreement, and the extension, continuation, renewal, amendment, or modification of any
Federal contract, grant, loan, or cooperative agreement.

(2) If any funds other than Federal appropriated funds have been paid or will be paid to any person
for influencing or attempting to influence an officer or employee of any agency, Member of
Congress, an officer or employee of Congress, or an employee of'a Member of Congress in
connection with this Federal contract, grant, loan, or cooperative agreement, the undersigned
shall complete and submit Standard Form-LLL, “Disclosure Form to Report Lobbying,” in
accordance with its instructions.

(3) The undersigned shall require that the language of this certification be included in the award
documents for all sub-awards at all tiers (including subcontracts, subgrants, and contracts under
grants, loans, and cooperative agreements) and that all sub-recipients shall certify and disclose
accordingly.

This certification is 2 material representation of fact upon which reliance was placed when this
transaction was made or entered into. Submission of this certification is a prerequisite for making or
entering into this transaction imposed by section 1352, title 31, U.S. Code. Any person who fails to file
the required certification shall be subject to a civil penalty of not less than $10,000 and not more than
$100,000 for each such failure.

PROHIBITION OF SEGREGATED FACILITIES

This section applies if the Agreement includes tasks that qualify as construction work as defined by 41
CFR part 60.

(2) The Contractor agrees that it does not and will not maintain or provide for its employees any
segregated facilities at any of its establishments, and that it does not and will not permit its employees to
perform their services at any location under its control where segregated facilities are maintained. The

Contractor agrees that a breach of this clause is a violation of the Equal Employment Opportunity clause
in this contract.



(b) “Segregated facilities,” as used in this clause, means any waiting rooms, work areas, rest rooms and
wash rooms, restaurants and other eating areas, time clocks, locker rooms and other storage or dressing
areas, parking lots, drinking fountains, recreation or entertainment areas, transportation, and housing
facilities provided for employees that are segregated by explicit directive or are in fact segregated on the
basis of race, color, religion, sex, or national origin because of written or oral policies or employee
custom. The term does not include separate or single-user rest rooms or necessary dressing or sleeping
areas provided to assure privacy between the sexes.

(¢) The Contractor shall include this clause in every subcontract and purchase order that is subject to the
Equal Employment Opportunity clause of this contract.



OCCUPATIONAL SAFETY AND HEALTH ACT O¥ 1970

All contracts and subcontracts that result from this solicitation incorporate by reference the req'uirements
of 29 CFR Part 1910 with the same force and effect as if given in full text. The employer must provide
a work environment that is free from recognized hazards that may cause death or serious physical harm
to the employee. The employer retains full responsibility to monitor its compliance and their
subcontractor’s compliance with the applicable requirements of the Occupational Safety and Health Act
of 1970 (20 CFR Part 1910). The employer must address any claims or disputes that pertain to a

referenced requirement directly with the U.S. Department of Labor — Occupational Safety and Health
Administration.

PROCUREMENT OF RECOVERED MATERIALS

This section applies if the Agreement involves the procurement of a product that exceeds §.10,000.

Contractor and subcontractor agres to comply with Section 6002 of the Solid Waste Disposal Act, as
amended by the Resource Conservation and Recovery Act, and the regulatory provisions of 40 CFR Part
247, In the performance of this contract and to the extent practicable, the Contractor and subcontractors
are to use products containing the highest percentage of recovered materials for items designated by the
Environmental Protection Agency (EPA) under 40 CFR Part 247 whenever:

1) The contract requires procurement of $10,000 or more of a designated item during the fiscal
year; or

2) The contractor has procured $10,000 or more of a designated item using Federal funding during
the previous fiscal year.

The list of EPA-designated items is available at www.epa.gov/smm/comprehensive-procurement-
guidelines-construction-products.

Section 6002(c) establishes exceptions to the preference for recovery of EPA-designated products if the
contractor can demonstrate the item is:

a) Not reasonably available within a timeframe providing for compliance with the contract
performance schedule;

b) Fails to meet reasonable contract performance requirements; or
¢) Isonly available at an unreasonable price.

RIGHTS TO INVENTIONS

This section applies if the Agreement is with a small business firm or nonprofit organization and
includes the performance of experimental, developmental, or research work.

Contracts or agreements that include the performance of experimental, developmental, or research wark
must provide for the rights of the Federal Government and the Owner in any resulting invention as
establisied by 37 CFR part 401, Rights to Inventions Made by Non-profit Organizations and Small
Business Firms under Government Grants, Contracts, and Cooperative Agreements. This contract
incorporates by reference the patent and inventions rights as specified within 37 CFR §401.14.
Contractor must include this requirement in all sub-tier contracts involving experimental,
developmental, or research work.



TERMINATION FOR CONVENIENCE (PROFESSIONAL SERVICES)

This section applies if the dollar amount of the Agreement exceeds $10,000.

The Owner may, by written notice to the Consultant, terminate this- Agreement for its convenience and
without cause or default on the part of Consultant. Upon receipt of the notice of termination, except as
explicitly directed by the Owner, the Contractor must immediately discontinue all services affected.

Upon termination of the Agreement, the Consultant must deliver to the Owner all data, surveys, models,
drawings, specifications, reports, maps, photographs, estimates, summaries, and other documents and
materials prepared by the Engineer under this contract, whether complete or partially complete.

Owner agrees to make just and equitable compensation to the Consultant for satisfactory work
completed up through the date the Consultant receives the termination notice. Compensation will not
include anticipated profit on non-performed services. '

Owner further agrees to hold Consultant harmless for errors or omissions in documents that are
incomplete as a result of the termination action under this clause.

TERMINATION FOR DEFAULT (PROFESSIONAL SERVICES)

Either party may terminate this Agreement for cause if the other party fails to fulfill its obligations that
are essential to the completion of the work per the terms and conditions of the Agreement. The party

initiating the termination action must allow the breaching party an opportunity to dispute or cure the
breach.

The terminating party must provide the breaching party [7] days advance written notice of its intent to
terminate the Agreement. The notice must specify the nature and extent of the breach, the conditions
necessary to cure the breach, and the effective date of the termination action. The rights and remedies in
this clause ave in addition to any other rights and remedies provided by law or under this agreement.

a) Termination by Owner: The Owner may terminate this Agreement in whole or in part, for the
failure of the Consultant to:

1. Perform the services within the time specified in this contract or by Owner approved extension;
2. Make adequate progress so as to endanger satisfactory performance of the Project; or
3. Fulfill the obligations of the Agreement that are essential to the completion of the Project.

Upon receipt of the notice of termination, the Consultant must immediately discontinue all services
affected unless the notice directs otherwise. Upon termination of the Agreement, the Consultant must
deliver to the Owner all data, surveys, models, drawings, specifications, reports, maps, photographs,
estimates, summaries, and other documents and materials prepared by the Engineer under this
contract, whether complete or partially complete.

Owner agrees to make just and equitable compensation to the Consultant for satisfactory work
completed up through the date the Consultant receives the termination notice. Compensation will not
include anticipated profit on non-performed services.

Owner further agrees to hold Consultant harmless for errors or omissions in documents that are
incomplete as a result of the termination action under this clause.



If, after finalization of the termination action, the Owner determines the Consultant was not in default
of the Agreement, the rights and obligations of the parties shall be the same as if the Owner issued the
termination for the convenience of the Owner.

b) Termination by Consultant: The Consultant may terminate this Agreement in whole or in part, if
the Owner:

1. Defanlts on its obligations under this Agreement;
2. Fails to make payment to the Consultant in accordance with the terms of this Agreement;

3. Suspends the Project for more than [180] days due to reasons beyond the control of the
Consultant.

Upon receipt of a notice of termination from the Consultant, Owner agrees to cooperate with
Consultant for the purpose of terminating the agreement or portion thereof, by mutual consent. If
Owner and Consultant cannot reach mutual agreement on the termination settlement, the Consultant
may, without prejudice to any rights and remedies it may have, proceed with terminating all or parts
of this Agreement based upon the Owner's breach of the contract

In the event of termination due to Owner breach, the Engineer is entitled to invoice Owner and to
teceive full payment for all services petformed or furnished in accordance with this Agreement and
all justified reimbursable expenses incurred by the Consultant through the effective date of
termination action. Owner agrees to hold Consultant harmless for errors or omissions in documents
that are incomplete as a result of the termination action under this clause.



EXHIBIT D

Department of Port Control Specifications:

For all work performed under the jurisdiction of the Department of Port Control, the technical
specifications located through the below link must be followed. Any deviation to these

specifications must be approved by Asset Management, in writing, before the performance of
any work, bidding or qualifying.

https://www.clevelandairport.com/about-usfbusiness-cle/asset—
management




EXHIBIT “E”

Security Questionnaire

Response Code Definition

Y = Yes Requirement can be implemented “out of box” without customizations o
modifications to the existing application
N =No Requirement will not be implemented

Cu = Customization [Requirement can be met by changing existing solution or through use of solution
tools (NOTE: In Comments column, describe the customization and the estimated
level of complexity — High, Medium, or Low)

F = Future Requirement will be met by packaged solution currently under development, in Betal
test, or not yet released (NOTE: In Comments column, indicate expected release date
and any anticipated additional cost)

3 = 34 Party Requirement will be met by 3 party solution package that is included in this proposal
(NOTE: In Comments column, indicate name of proposed 3+ party solution package
and proposed interface/integration services)

Co = Configuration [Requirement can be met through changes to setting of tables, switches, and rules
without modification to source code (NOTE: In Comments, describe any changes to
“out of box™ workflow functionality)

City of Cleveland Requirements esponse to Requirements  |[Comments/Clarifications
on & Interface Se Y N [CUF B |CO

Do you use OWASP guidelines or another
standard to build your application securely?

Do you review your application for security
vulnerabilities and address any issues prior
to deployment?

} : 0 ge 8
() 0 Re

[s physical protection against damage (e.g.,
natural causes, natural disasters, deliberate
attacks) anticipated in your disaster recovery
plan?

Do you test your backup or redundancy
mechanisms at least annually?

Change Control & Configuration
Management

Are there procedures in place to triage and
remedy reported bugs and security
vulnerabilities?
Datacenter Security




EXHIBIT “E”

Are physical security perimeters (e.g.,
fences, walls, gates, electronic surveillance,
physical  authentication = mechanisms,
reception desks and security patrols and/or
alarms) implemented at the data center
storing City data?

Governance and Risk Management

Do you maintain an Information Security]
Management Program (ISMP)?

Do you have a risk assessment process,
performed at least annually, calculating the
likelihood and impact of all identified risks?

Human Resources

Are systems in place to monitor for privacy
breaches and notify City expeditiously if oun
data is exposed or compromised?

Are all employees, contractors and third
parties with access to data, systems, and
networks, subject to  background
verification?

Do you train your employees regarding thein
information security roles and
responsibilities?

Are all personnel required to sign NDA or
Confidentiality Agreements as a condition of]
employment to protect customer/tenant
information?

IAre personnel trained and provided with
awareness programs at least once every 3
ears?

Are documented policies, procedures and
guidelines in place to govern change in|
employment and/or termination?

Do the above procedures and guidelineg
account for timely revocation of access and
return of assets?

Do you access and share City
data/metadata?

Do you allow tenants to opt out of having
their data/metadata accessed via inspection
technologies?

dentity & Access Management

Do you restrict, log and monitor access to
your information security management
systems? (E.g., hypervisors, firewalls,
vulnerability scanners, network sniffers,
IAPIs, etc.)




EXHIBIT “E”

Do you monitor and log privileged access
administrator level) to information security
management systems?

Are controls in place to prevent
unauthorized access to your application,
program or object source code?

Do you provide multi-failure disasten
recovery capability?

Do you have more than one provider for each
service you depend on?

Do you review entitlements for all system
users and administrators at least annually?

Do you revoke or modify access upon any
change in status of employees, contractors,
business partners or involved third parties
(termination, transfer or contract end)?

Do you support use of, or integration with,
existing customer-based Single Sign On
(SSO) solutions to your service?

Do you support identity federation standards
(SAML, SPML, WS-Federation, etc.) as al
means of authenticating/authorizing users?

Do you support password (minimum length
of 10, age, history of greater than 25,
complexity upper/lower/digit/symbol) and
account lockout (lockout threshold 35
attempts, lockout duration 15 or greater)
policy enforcement?

Do you allow tenants/customers to defing
password and account lockout policies for
their accounts?

Do you support the ability to force password
changes upon first logon?

Do you have mechanisms in place foy
unlocking accounts that have been locked
out (e.g., self-service via email, defined
challenge questions, manual unlock)?

Are utilities that can manage virtualized
partitions (e.g., shutdown, clone, etc.)
appropriately restricted and monitored?

Do you have a capability to detect and
respond to attacks that target the virtual
infrastructure directly (e.g., shimming, Blue
Pill, Hyper jumping, etc.)?

Infrastructure & Virtualization Security




EXHIBIT “E”

Are file integrity (host) and network]
intrusion detection (IDS) tools|
implemented?

[s physical and logical user access to audit
logs restricted to authorized personnel?

Are audit logs reviewed on a regular basis
for security events (e.g., with automated
tools)?

Do you log and alert any changes made to|
virtual machine images regardless of their
running state (e.g., dormant, off o
running)?

Do you use a synchronized time-service
protocol (e.g., NTP) to ensure all systems
have a common time reference?

Do your system capacity requirements take]
into account current, projected and
anticipated capacity needs for all systems?

Are security vulnerability assessment tools
or services virtualization aware?

Do you regularly review allowed
access/connectivity (e.g., firewall rules)
between security domains/zones within the]
network?

Are operating systems hardened to provide
only the necessary ports, protocols and
services to meet business needs?

Do you logically and physically segregate
production and non-production|
environments?

Are wireless security settings enabled with|
strong encryption for authentication and
transmission, replacing vendor default
settings? (e.g., encryption keys, passwords,
SNMP community strings)

Can you detect the presence of unauthorized
rogue) network devices and immediately
disconnect them from the network?

Do your network architecture diagrams
clearly identify high-risk environments and
data flows that may have legal compliance]
impacts?




EXHIBIT “E”

Do you implement technical measures and
apply defense-in-depth techniques (e.g.,
deep packet analysis, traffic throttling and
black-holing) for detection and timel
response to  network-based  attack
associated with anomalous ingress or egress|
raffic patterns (e.g, MAC spoofing and
ARP poisoning attacks) and/or distributed
denial-of-service (DDoS) attacks?

Mobile Security

Do you allow mobile devices (such as
smartphone and tablets) to access your
private networks?

E-

Security Incident Management,
Discovery & Cloud Forensic

Do you maintain liaisons and points of
contact with local authorities to contact
immediately in the case of a serious attack o
incident (e.g., DDoS or Ransomware)?

Do you have a documented security incident
response plan?

Does your logging and monitoring
framework allow isolation of an incident to
specific tenants?

Supply Chain Management,
Transparency and Accountability

Do you have cloud supply chain providers|
(i.e., SaaS sits on top of a PaaS or laaS
provided by a 3rd party)?

Do you design and implement controls to
mitigate and contain data security risks
through proper separation of duties, role-
based access, and least-privileged access for]
all personnel within your supply chain?

Do you make security incident information|
available to all affected customers and
providers periodically through -electronic
methods (e.g., portals)?

Do you collect capacity and use data for all
relevant components of your cloud service
offering?

Do you provide tenants with capacity
planning and use reports?

Do you perform annual internal assessments|
of conformance and effectiveness of your




EXHIBIT “E”

policies, procedures, and supporting
measures and metrics?

Do you select and monitor outsourced
providers in compliance with laws in the]
country where the data is processed, stored
and transmitted?

Do you select and monitor outsourced|
providers in compliance with laws in the]
country where the data originates?

Does legal counsel review all third-party
agreements?

Do third-party agreements include provision
for the security and protection of
information and assets?

Do you provide the client with a list and
copies of all sub-processing agreements and|
keep this updated?

Do you review the risk management and
governance processes of partners to account]
for risks inherited from other members of
that partner's supply chain?

Are policies and procedures established, and
supporting business processes and technical
measures implemented, for maintaining
complete, accurate and relevant agreements
(e.g., SLAs) between providers and
customers (tenants)?

Do you have the ability to measure and
address non-conformance of provisions
and/or terms across the entire supply chain
(upstream/downstream)?

Can you manage service-level conflicts o
inconsistencies resulting from disparate]
supplier relationships?

Do you review all agreements, policies and
processes at least annually?

Do you assure reasonable information
security across your information supply
chain by performing an annual review?

Does your annual review include all
partners/third-party providers upon which
your information supply chain depends?

Do you permit tenants to perform
independent vulnerability assessments?
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Do you have external third-party services
conduct vulnerability scans and periodig
penetration tests on your applications and
networks?

) % e

Do you have anti-malware programs
installed on all of your systems, with at least
daily updates?

Do you conduct vulnerability scans at least]
monthly?

Do  you conduct application-layer
vulnerability scans at least semi-annually?

Can you rapidly deploy patches across all of]
lyour computing devices, applications and
systems?




EXHIBIT "F"

Fee Schedule
Recurring Expenses
Maintenance and Support Costs (provide itemized list if applicable)
Practical Driver Certification/Ground Movement Program
Licensing for up to 5000 concurrent users (provide itemized list if applicable)

Non-Recurring Expenses

Start-Up Fee

Reference Guide

Custom Module Development (up to 35 hours)

Pre-built integrations (provided itemized list if applicable)

Hourly Rates

Module Branding

Video Production (provide itemized rates if applicable)
Graphic Design (provide itemized rates if applicable)
Database Development

Programming/Other Development

Other Expenses

Monthly
Total

Monthly
Total

Monthly
Total

Monthly
Total

Grand Total

Annual

Annual

Annual

Annual



